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Abstract

In this chapter we consider an adversarial form of noise called

“detrimental noise” which may fail quantum error-correction and fault

tolerance. We start with a proposed definition for general noisy quan-

tum systems and continue with some more special (counterintuitive)

properties for noisy quantum computers.

For a general noisy quantum system at a state ρ we define a detri-

mental noise as a quantum operation E that commutes with some

non-identity quantum operation which stabilizes ρ.

We expect that detrimental noise for a noisy quantum computer

with highly entangled qubits leads to a strong effect of error synchro-

nization.

We also expect that for a noisy quantum computer at a highly

entangled state the detrimental noise rate in terms of the probability

for a specific qubit to be corrupted scales up linearly with the number

of qubits.

Finally we consider a very particular property of detrimental noise

for a pair of qubits: Information leaks for a pair of substantially en-

tangled qubits are themselves substantially positively correlated.

∗Research supported in part by an NSF grant, an ISF grant, and a BSF grant.
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1 Introduction

The feasibility of computationally superior quantum computers is one of the

most fascinating scientific problems of our time. The theory of quantum

error-correction and fault tolerant quantum-computation (FTQC) gives a

strong support to the possibility of building quantum computers.

The purpose of this chapter is to propose a hypothetical form of noise

that we call ”detrimental noise” that can fail quantum error-correction and

fault tolerant quantum computing, to describe some of the (counterintuitive)

properties of such a noise, and to discuss some issues regarding noise and

quantum computing.

We will describe detrimental noise starting from general open quantum

systems and ending with the case of two qubits. On the way we will consider

the behavior of ”unprotected quantum circuits,” error-synchronization for

systems with many highly entangled qubits, and the rate of noise.

The conjectures of this paper can be regarded as proposed properties for

noise models for quantum computers (and more general quantum systems)

that will cause quantum error-correction and FTQC to fail. Alternatively,

the conjectures can be regarded as consequences of lack of fault-tolerance in

quantum systems. As such, they can be relevant to the nature of decoher-

ence of quantum physical systems in nature even if computationally-superior

quantum computers are possible.

The various pieces give a tentative, partial and not yet coherent descrip-

tion of an hypothetical scenario consistent with quantum mechanics for which

quantum computers fail.

This chapter was developed from three (related) discussion papers [8,

9, 10]. It also benefited from several weblog discussions. (Some detailed

mathematical formulation of some of our conjectures described in [8] will not

be reproduced here. The definition of detrimental noise for general systems

given here is different from that in [8].) Many colleagues contributed helpful

comments, and let me mention especially Greg Kuperberg for his ongoing
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patient adversarial partnership.

2 Detrimental noise

2.1 Detrimental noise: example first

Consider a quantum memory with n qubits at a state ρ0. Suppose that ρ0 is a

tensor product state. The noise effecting the memory in a short time interval

(say, in one computer cycle) can be described by a quantum operation E0.

Let us suppose that E0 acts independently on different qubits and its action

on the kth qubit is as follows: with some small probability p the noise changes

the state of the qubit into the maximum entropy state τk.

This is a very simple form of noise that can be regarded as the basic to

understanding the standard models of noise as well as of detrimental noise.

In the standard model of noise E0 describes the noise of the quantum

memory regardless of the state ρ stored in the memory. This is quite a

natural and indeed expected form of noise.

A detrimental noise will correspond to a scenario that when the quantum

memory is at a state ρ and ρ = Uρ0, the noise E will be UE0U
−1. Such noise

is the effect of first applying E to ρ0 and then applying U to the outcome

noiselessly.

In reality we cannot perform U instantly and noiselessly and the most we

can hope for is that ρ will be the result of a process. The conjecture is that

for a noisy process leading to ρ = Uρ0 the noise will contain a component

of the form E = UE0U
−1. (Let us be clear: “the noise” refers, as before, to

a small time interval or one computer cycle and not to errors accumulated

over a long process.)

2.2 Detrimental noise: general quantum systems

The definition of detrimental noise for general quantum systems is as follows:
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Definition: A detrimental noise of a quantum system at a state

ρ is a quantum operation E which commutes with some non-

identity quantum operation which stabilizes ρ.

Note that this description, just like the standard models of noise, does

not specify a noise operation but rather gives an envelope for a family of

noise operations. In the standard model of noise the envelope Dρ of noise

operations when the computer is at state ρ does not depend on ρ. For

detrimental noise there is a systematic relation between the envelope of noise

operations Dρ and the state ρ of the computer. Namely,

DUρ = UDρU
−1. (1)

A basic hypothesis of this chapter is:

Detrimental noise cannot be avoided in every noisy quantum pro-

cess. (In other words, detrimental noise is a substantial compo-

nent of the overall noise.)

A weaker hypothesis is that detrimental noise is present in every natural

noisy quantum process. We also conjecture that damaging effects of the

detrimental noise cannot be canceled or healed by other components of the

overall noise.

When we model a noisy quantum system either by a the qubits/gates

description or in other ways we make a distinction between ”fresh” errors

which are introduced in a single computer cycle (or infinitesimally when the

evolution is described by a continuous model) and the accumulative errors

along the process. The basic insight of fault tolerant quantum-computing is

that if the incremental errors are standard and sufficiently small then we can

make sure that so are the accumulated errors. The main issue is therefore to

understand and describe the incremental (or infinitesimal) noise operations.

The adversarial models we consider here should be regarded as models for

the incremental (or “fresh”) noise.
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2.3 Detrimental noise: error-synchronization

The conjecture regarding detrimental noise say something quite counterintu-

itive about the case of a quantum computer with highly entangled qubits like

those required for quantum error correction or for some very basic quantum

algorithms.

Error synchronization refers to a situation where, while the expected num-

ber of qubits-errors is small, there is a substantial probability of errors af-

fecting a large fraction of qubits.

Conjecture: In any noisy quantum computer at a highly entan-

gled state there will be a strong effect of error synchronization.

A simple way to describe error synchronization is via the expansion of

the quantum operation E in terms of multi-Pauli operators. A quantum

operation E can be expressed as a linear combination

E =
∑

vIP I ,

where I is a multi-index i1, i2, . . . , in, where ik ∈ {0, 1, 2, 3} for every k, vI

is a vector, and P I is the quantum operation that corresponds to the tensor

product of Pauli operators whose action on the individual qubits is described

by the multi-index I. The amount of error on the kth qubit is described by
∑

{‖vI‖2

2
: ik 6= 0}. For a multi-index I define |I| = |{k : ik 6= 0}|. Let

f(t) =:
∑

{‖vI‖2

2
: |I| = t}.

We can regard
∑n

1
f(t)t, as the expected amount of qubit-errors.

Suppose that the expected amount of qubit-errors is an where n is the

number of qubits. (It is tempting to call a the error-rate but for reasons that

will become clear soon we prefer not to.)

All noise models studied in the original papers of the “threshold theorem,”

as well as some extensions that allow time- and space-dependencies (e.g.,

5



[15, 3]), have the property that f(t) decays exponentially (with n) for t =

(a + ǫ)n, where ǫ > 0 is any fixed real number.

In contrast, we say that E leads to error synchronization if f(≥ t) is

substantial for some t >> an. We say that E leads to a very strong error

synchronization if f(≥ t) is substantial for t = 3/4 − δ where δ = o(1) as

n tends to infinity. Conditioning on the expected number of qubit-errors,

a random unitary operator on the qubits of the computer (with or with-

out additional qubits representing the environment) yields very strong error

synchronization.

2.4 Detrimental noise: the rate of noise

Highly correlated errors are bad for quantum error-correction, but an even

more devastating property of detrimental noise is that the notion of “ex-

pected number of qubit errors” become sharply different from the rate of

noise as measured by fidelity or trace distance. Since conjugation by a uni-

tary operator preserves fidelity-metric, for a highly entangled state ρ we can

expected the number of qubit errors to increase linearly with the number of

qubits. This is the case for our first example where for ρ = Uρ0 the noise is

described by UE0U
−1.

(A few more words of explanation are in place. Comparing the error-rate

in terms of the expected number of corrupted qubits and using fidelity makes

sense only for very short time periods where the expected number of qubit-

errors is closer to 0. We can consider time periods which are the cycle time of

the computer divided by the number of qubits n. For such short time-periods

when the noise acts independently on different qubits the two measures of

error-rate are compatible. When ρ = Uρ0 is a highly entangled state of n

qubits and the noise for the tiny time interval is described by UE0U
−1 these

measures of error-rate becomes mutually singular and the expected number

of corrupted errors can be n times the fidelity based error rate.)
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2.5 Detrimental noise: two qubits

We try now to point out the simplest manifestation of the difference between

detrimental noise and standard noise already for the case of two qubits.

Conjecture: a noisy quantum computer is subject to error with

the property that information leaks for two substantially entan-

gled qubits have a substantial positive correlation.

Under the standard models of noise, even when we have gates whose

imperfection is arbitrary (but small) we can create pair of entangled qubits

with almost independent errors. As a matter of fact, when the number of

qubits is large the assumption of FTQC noise models asserts that for most

pairs of qubits the fresh noise acts independently on the two qubits, and the

conclusion of FTQC imply that the accumulative errors for almost all pair

of qubits will be (almost) statistically independent.

[8] is mainly devoted to study this two-qubit conjecture. A mathematical

formulation of the conjecture and a stronger conjecture based on a notion of

“emergent decoherence” can be found there. (A very special case where the

two-qubits conjecture implies error-synchronization is described; A proof in

the general case is still missing.) Roughly speaking, the stronger conjecture

asserts that the original conjecture on pairs of qubits continue to hold (in

expectation) when we measure some other qubits and look at the results.1

2.6 Quantum processes in nature and unprotected quan-

tum circuits

Dealing with noise using quantum error-correction and fault tolerance meth-

ods was a great intellectual triumph with clear applications to the engineer-

1By the same token we can expect for noisy quantum systems, that large detrimental

component will be present for subsystems, when we measure and look at the results at

other parts of the system.
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ing of quantum computers. However, this victory did not come without

a price: Implementing quantum error-correction requires complicated and

specific constructions of quantum processes which we do not encounter in

nature.2 We will refer informally as “unprotected” to quantum circuits lead-

ing to a state ρ which are not employing quantum error-correction. For

example, the basic quantum circuits leading to various interesting states in

various basic quantum algorithms can be regarded as “unprotected”. Also

a random circuit of prescribed size leading to a state ρ or even a random

modification of every specific circuit leading to ρ can be regarded as “unpro-

tected”.

Conjecture: Unprotected noisy quantum processes are subject

to detrimental noise.

One way to examine this conjecture would be to consider the accumula-

tion of standard very low-rate noise in the evolution of unprotected quantum

circuit. Studying noisy adiabatic quantum processes (see [7]) may also be

useful in this context.

A plausible interpretation of the conjecture on unprotected noisy quan-

tum processes is that the noise for a noisy quantum system in nature has a

substantial detrimental component.3

2.7 Testing it

Presence of detrimental noise and the specific conjectures regarding pairs of

qubits or error-synchronization can (at least, in principle) be examined on

2There are interesting suggestions regarding usefulness of quantum error-correction in

the study of black holes and quantum gravity. However, there are no definite examples of

full-fledge quantum error-correction in nature.
3Is it possible that strong detrimental component indeed exists in natural quantum

processes but somehow can be avoided in a controlled quantum computer? The difficulty

with such a possibility is that the nature of noise is, to a large extent, an uncontrolled

ingredient of the quantum computer.
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rather small quantum computers, and fairly basic devices for experimental

error-corrections. For example, a circuit able to correct two errors will be

able to create pairs of entangled qubits with almost independent errors even

if gates used in the circuit have small but otherwise arbitrary form of errors.

Some detrimental noise-behavior may be witnessed in realization of quantum

error-correction for a single error.

A substantial quantum error-correction experimental test is the ability to

approximate in small quantum computers every possible pure state on a few

qubits (three, four, five). If this is possible I see little chance for ideas on

detrimental noise to prevail, otherwise, it can be useful to think detrimentally.

2.8 A specific model

Let us consider the following specific model M of noisy quantum computa-

tion. Consider a quantum computer with n qubits whose intended evolution

is pure with the the following noise model. We assume having some stan-

dard finite set of gates which allow universal quantum computing. There are

no gate errors. When the computer is at state ρ = Uρ0 the storage error

is Eρ = UE0U
−1. Let us assume that when the expected number of qubits

errors exceed another constant q >> p the computation halts. (We can take

p = 10−12 and q = 10−6.)4

Problem: What is the computational power of M?

2.9 Censorship

The conjectures regarding noisy quantum computers and error-synchronization

are rather counterintuitive. The possibility that when the state of the quan-

4to make it even more specific we can assume that ρ refers to the ideal (intended) state

of the computer and that U is chosen as the product of unitary operators representing the

gates leading to ρ.
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tum computer is highly entangled then for a period of time that the probabil-

ity of every qubit to be corrupted is very small there still will be a substantial

probability of a large fraction of faulty qubits seems strange. One comment

is that the argument will be to some extent counterfactual and that these

properties of noise will imply severe restrictions on feasible states of noisy

quantum computers. The counterintuitive forms of noise will occur for in-

feasible states. (Yet the conjectures on the nature of noise can be tested on

feasible states.)

Computational complexity poses severe restriction on the feasible states of

(noiseless) quantum computers. For example, a state which is approximately

the outcome of a random unitary operator on the entire 2n-dimensional

Hilbert space is out of reach computationally when the number of qubits

is large.5 Under the standard models of noise, states which are feasible for

noiseless quantum computers can be well approximated (in terms of the ex-

pected number of qubits errors) by noisy quantum computers.

Adversarial forms of noise may lead to further restrictions of feasible

states for noisy quantum computers. A specific conjecture in this direction

is described in [8]. It will be interesting to propose a conjecture of a similar

nature for arbitrary noisy quantum systems.

3 Discussion

3.1 Classical noisy systems

Our definition of detrimental noise and our various conjectures as stated

here do not have any implication for classical noisy systems. Still some of

our conjectures were originally formulated also for “natural” noisy classical

5It is an interesting area of research to find computationally feasible states with similar

“statistical” properties to such a “random state”. This question also arises naturally in

the study of adversarial noise models [10].
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correlated systems, see [9]. (As a matter of fact, the behavior of classical

noisy system was one of the motivations for the conjectures.)

For example, we can expect error-synchronization for attempts to describe

(or prescribe) noisy highly correlated stochastic systems such as the weather

or the stock-market.

Because of the heuristic (or subjective) nature of the notion of noise in

classical systems (and of the notion of probability itself), such a formulation,

while of interest, leads to several difficulties.

Understanding noise and the study of de-noising methods span wide areas.

For example, in machine learning we can see the example where text and

speech represent respectively the intended (ideal) and noisy signals. Certain

statistical methods of de-noising are based on assumptions that run counter

to our conjectures. However, our conjectures are in agreement with insights

asserting that such statistical de-noising methods will leave a substantial

amount of noise uncorrected. (Moreover, “natural” examples of noisy highly

correlated classical systems exhibit a moderate degree of dependence, much

less than the sort of dependence required for quantum error-correction and

various basic quantum algorithms.)

Let me mention a question that is often raised in discussions on quantum

fault tolerance. (I do relate to it in some places but so far the question is

still better than the proposed answers.)

How can it be possible that quantum fault tolerant computation

fails while classical fault tolerant computation succeeds?

3.2 Some concerns

I will describe now several interesting concerns regarding the conjectures on

detrimental noise.

11



3.2.1 linearity

Perhaps the first thing to note is that detrimental noise, while strange, is

within the quantum mechanics framework and, in particular, a dependence

of the noise envelope on the state does not violate linearity of quantum

mechanics.

3.2.2 Causality and memory

Consider an intended pure-state evolution ρt, 0 ≤ t ≤ 1 of a quantum com-

puter, and a noisy realization σt, 0 ≤ t ≤ 1. Assuming that σ is close6 to ρ

for the entire time interval, may create dependence of the infinitesimal noise

at an intermediate time t on the entire evolution of ρ.

It is a consequence of FTQC that dependence of the errors on the past

evolution and on the future (intended) evolution becomes negligible; This is

based on similar assumptions for the “fresh errors”7

3.2.3 Faraway photons

Suppose we have two far away photons at a given entangled state at time T .

Consider their state at time T + t. Is there any reason to believe that the

changes will not be independent? We can expect detrimental noise at the

time the entanglement is created but we can not expect it at a later time. Is

this a counter example to our conjecture regarding pair of qubits?

This simple example was suggested to me by Peter Shor and others and

I relate to it in [8].

6In some sense, e.g., in terms of the expected number of qubit-errors
7These assumptions can be relaxed. Recent threshold theorems ([15, 3])allow some

amount of space and time dependency for the noise.
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3.2.4 Running a quantum algorithm with a “random” state at all

times

A critique of the possibility of any systematic damaging relation between the

state of the quantum computer and the noise was suggested to me by Michael

Ben-Or and is related to some works of Preskill and Shor. (A related concern

was pointed out by John Preskill.)

Having a classical computer control a quantum computer makes it possi-

ble to run a variant of any quantum computer program where at the initial

state we apply random Pauli operators on every qubit and modify the action

of the gates accordingly. In this way the state of the quantum computer will

always be the same mixed state for the entire computation. A detailed proof

of such a result along with an interesting interpretation and discussion was

recently offered by Dorit Aharonov [2].

3.2.5 Theoretical and empirical physics

An obvious concern regarding adversarial noise models (and others skeptical

claims about quantum computers) is whether they are consistent with well

established phenomena from physics and with current empirical evidence.8

(Compare also Aaronson [1].) For example, I was often asked if such noise

models are consistent with superconductivity.

Since detrimental noise appears to be a component of noisy unprotected

quantum systems it seems reasonable that detrimental noise is consistent

with physics that we see around us, but this deserves much closer examina-

tion.

On the other hand, detrimental noise may be in conflict with hypothetical

physics constructions. The construction of stable non Abelian anyons [11, 12]

might be inconsistent with the conjectures regarding detrimental noise since

8In my opinion, it is of value to study various adversarial noise models even if they

do not pass such a consistency test. Such a study is well in the tradition of theoretical

computer science.
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(at least according to some models describing them) such non Abelian anyons

demonstrates quantum error correction based on highly entangled systems.

3.2.6 Classical simulation of noisy quantum systems

Here is an interesting question:

Does a (hypothetical) failure of computationally superior quan-

tum computers necessarily means that classical computers are

capable, in principle, to simulate efficiently the behavior of quan-

tum processes we witness in nature?

Of course, we can ask if in view of the complex nature of fault toler-

ance based on quantum error-correction classical computers are capable, in

principle, to simulate natural quantum processes, anyway. (Even if quantum

computers are feasible.) Candidates for processes that may occur in nature

and possibly hard to simulate classically are distributions represented by

bounded depth quantum circuits (even random such circuits). Understand-

ing the computation complexity of such distributions is a question of great

importance.

3.2.7 Engineering, science, and time

One of the interesting aspects of quantum error-correction (and of quantum

information in general) is the mixture of theory and practice, science and

engineering, and various areas of mathematics, physics, and computer science

(and more). It is often the case that the borders between engineering issues

and abstract theoretical and conceptual matters are rather blare. Let me

mention one example.

In his paper [13] Preskill proposes small quantum computers with quan-

tum error-correction capability as a way to engineer more accurate clocks

than those available at present. Based on Preskill’s suggestion we can ask:
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does a failure of FTQC (in principle) has some conceptual baring on the

notion of time itself.

3.3 Computation complexity

The problem of describing complexity classes of quantum computers subject

to various models of noise was proposed by Peter Shor (personal commu-

nication) in the 90s. (Although we naturally expect computational power

between BQP and BPP it is possible, in principle, that certain noise models

will allow efficient algorithms even for problems not in BQP.) Scott Aaronson

[1] asked for the computational complexity consequences of various hypo-

thetical restrictions on feasible (physical) states for quantum computers. In

particular, he posed the interesting “Sure/Shor challenge”- to describe such

restrictions that do not allow for polynomial time factoring of integers and at

the same time do not violate what can already be demonstrated empirically.

The threshold theorem and some of its recent versions give a fairly good

description of the wide models of noise which allow universal quantum com-

puting when the noise-rate is sufficiently small. There are several results

(see, e.g., [14, 5]) showing that for the standard noise models when the noise

rate is high, the computational power reduces to BPP (for some results) or

BPP BQNC - the power of classical computers together with log-depth quan-

tum circuits. (This is sufficient for polynomial-time factoring! Cleve and

Watrous [6] gave a polynomial algorithm for factoring that requires, beyond

classical computation, only log-depth quantum computation.) Aharonov,

Ben-Or, Impagliazzo, and Nisan [4] proved that the computational power of

noisy reversible quantum computers reduces to log-depth quantum compu-

tation.

How bad can the effect of correlated errors be? I tend to think that

for an arbitrary form of noise if the expected numbers of qubits-errors in

a computer cycle is sufficiently small then problems in BPP BQNC and, in

particular, polynomial-time factoring, can prevail. A rough argument in this
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direction would go as follows: First replace a given log-depth circuit by a

larger one capable of correcting standard errors then run the computation a

polynomial (or quasi-polynomial - depending on the precise overhead in the

fault tolerant circuit) number of times to account for highly-synchronized

errors.

On the other hand, it may be possible (but not easy) to prove that highly

correlated errors of the kind we considered do not allow fault tolerance based

on quantum error correction, and perhaps also that they suffice to reduce

the computational power to BPP BQNC.

The most interesting direction, in my opinion, would be to show that with

the full power of detrimental errors (including the conjectured effect on the

expected number of qubit-errors in one computer cycle) the computational

power of noisy quantum computers reduces to BPP.
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